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ABSTRACT

This research aimed to explore: 1) the demography of the samples who were
defrauded in online financial transactions through electronic machines; 2) behaviors of being
defrauded in online financial transactions through electronic machines; 3) components of
discourse in fraudulent communication for online financial transactions; and 4) effects of being
defrauded in online financial transactions in the mental, health, economics, family and social
perspectives. In the study, 16 samples, who had been defrauded in online financial transaction
through electronic machines, were collected. The samples included 8 of them whose transaction
was less than 100,000 baht and the other 8 whose transaction was more than 100,000 baht. The
collection of data was carried out by in-depth interviewing. The results of the study were as
follows;

It was found that the 16 samples who were defrauded in online financial
transactoin through electronic machines were 10 women and 6 men and their age range was 20-
73. Most of them were Bachelor’s degree holders with an avaerage salary was 29,000 baht per
month; the highest one was 50,000 baht and the lowest one was 6,000 baht. Their occupations
were government officials, businessmen, farmers, and students. Among them, 12 were married,
and the other 4 were single.

There were 4 behaviors of being defrauded in online financial transaction
through electronic machines: 1) the average damage was 115,889 baht; the highest damage was
320,00 baht and the lowest one was 1,000 baht; 2) the time span to know of being defrauded; 5
samples knew it immediately, 5 samples knew within 1- 3 days after, 4 sample knew in 1 hour,

and 3 samples knew later than 3 days, 3) the means of defraudulent communication were mainly
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mobile phone and mobile phone with online newtwork respectively; and 4) the channels of online
defraudulent financial transactions were ATM, online counter-payment, and CDM, respectively.

The components of discourse in fraudulent communication for online financial
transactions depend greatly on 3 factors: 1) the reliability of the faud who reportedly claimed to
be bankers, police officers, DSI officers, the Bank of Thailand offiers, or the Revenue Department
officers who would convince the victims for reliabilty and trust by using the automatic voice-
system indicating that the victims were owing of debt from credit card, and by claiming to be of
high rank position officers and work, or even of electronic systems for receiving a prize via
random telephone numbers; 2) the content of defrauding discourse which included 2.1) createing
interest of the victims by 2.1.1) threating the victims such as a notice of debth from credit card,
abnormal circulation of money with suspection of money laudering, and financial identity theft,
or 2.1.2) which would encorage of hope for the victims that they won a prize, with tempting
promotion, cheap products, refund tax, or that they received money transferred from abroad; then,
2.2) encourging them for the benifit and respond to need of the victims such as offering help for
the vitims in lawsuit, presenting a hope to work with the victims for safety of their financial
account, presenting a higher benefit in receving a prize by telling a victim's bank account number,
or in buying cheaper products in lower prices, and offering help for a faster receiving of money
transfer and offering help for laudering money case, crime and suing, 2.3) visualizing the negative
and positive sides of following them, and 2.4) execution discourse including threating of claiming
lawsuit, suing, and persuading such as ask for the victims to go check the transfer, to receive the
prize, to check the victims' accountto to fix a system or information robbery, or to transfer money
to buy products with cheap price, and 3) context of victims/ receiver of defraudulent
communication consisting of 3.1) the situation or time condition which will force the receiver to
decide and proceed the online financial transaction, 3.2) the psychological condition such as fear,
greed, and law power authority, and 3.3) the cultural, social, and economic condition of the
victims/receivers as an important influence to follow the trap by the fraud and determine the
behavior of deciding to proceed online financial transactions.

The effects of being defrauded in online financial transaction through electronic
machines included: 1) for the mental perspective; it caused the victims to be stressed out and

anxious; 2) for the social perspective; outside family, it caused the victims to embarrass and that
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they did not want other people to know that what had happened was because they were deceived
or being greedy; while within family, it caused disagreement and incrimination over the loss of
money; 3) in the economic perspective, it caused damage from thousands to hundred thousands,
losing of saving money, budget to invest, and increasing debt; and 4) in health perspective, it

affected directly to the elderly and victims who have chronic disease.





